
	

	

 
 
 
 
 
Category: Network Traffic Analysis 
Bracket: Bronze 
Title: HTTP Challenge SOLUTION 
 
This challenge evaluates the participant’s ability to understand a packet capture containing 
Hypertext Transfer Protocol (HTTP) traffic - 
https://www.dropbox.com/s/e6akwxnsun8bipb/NCL-2015-HTTP2.pcap?dl=0. During the game, 

it was suggested to use the Wireshark program to solve the challenge.  

1. What Linux tool was used to 
execute a file download? 

wget  

2. What is the name of the web 
server software that handled the 
request? 

nginx  

3. What IP address initiated 
request? 

192.168.1.140 

4. What is the IP address of the 
server? 

174.143.213.184 

5. What is the MD5 sum of the file 
downloaded? 

966007c476e0c200fba8b28b250a6379 

 

Question 1 can be solved by applying the filter below and looking at the Wireshark dissection:  

http.request 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



	

	

 
 
 
 

  
 

Questions 2-4 can be solved by applying the filter below and looking at the Wireshark 
dissection: 

http.response 

 

  
 
 
 



	

	

 
 
 
 
 

Question 5 can be solved by selecting the Wireshark option, “File > Export Objects > HTTP” 
and then using the Linux “md5sum” program to calculate the MD5 sum:	 

  


