| oy |

Category: Network Traffic Analysis
Bracket: Bronze
Title: FTP Challenge SOLUTION

This challenge evaluates the participant’s ability to understand a packet capture containing File
Transfer Protocol (FTP) traffic - https://www.dropbox.com/s/ifoldfme3ip8y5p/NCL-2015-
FTP.pcap?dl=0. During the game, it was suggested to use the Wireshark program to solve the

challenge.

1. What was the first useri/cyberskyline
username/password combination
attempt made to log in to the
server? ex. 'user/password’

2. What software is the FTP FileZilla Server 0.9.53
server running (Name and

version)?

3. What is the first user1/metropolis
username/password combination
that allows for successful
authentication?

4. What is the first command the | list
user executes on the ftp server?
5. What file is deleted from the ftp | bank.cap
server?

6. What file is uploaded to the ftp | compcodes.zip
server?
7. What is the MD5 sum of the 3303628E25D43BE4E11CC8878C5C5878

uploaded file?

8. What flle doeS the anonymus compcodes_zip
user download?
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Questions 1 and 2 can be solved by right-clicking on the first packet in the capture and using
the “Follow > TCP Stream” option. Doing so will yield the following results:

220-FileZilla Server 0.9.53 beta

220-written by Tim Kosse (tim.kosse@filezilla-project.orq)
220 Please visit https://filezilla-project.org/

USER userl

331 Password required for userl

PASS cyberskyline

530 Login or password incorrect!

QUIT

221 Goodbye

Questions 4-6 can be solved by applying the filter:
ftp.response.code == 230

This filter searches for the server response that indicates that a session has been successfully
authenticated. Once filtered, the “Follow > TCP Stream” option on the first packet will yield the
following results:

220-FileZilla Server 0.9.53 beta

220-written by Tim Kosse (tim.kosse@filezilla-project.orq)
220 Please visit https://filezilla-project.org/

USER userl

331 Password required for userl

PASS metropolis

230 Logged on

PORT 129,2,205,242,207,243

200 Port command successful

LIST
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150 Opening data channel for directory listing of "/"
226 Successfully transferred "/"

DELE bank.cap

250 File deleted successfully

PORT 129,2,205,242,207,244

200 Port command successful

STOR compcodes.zip

150 Opening data channel for file upload to server of
"/compcodes.zip"

226 Successfully transferred "/compcodes.zip"

QUIT

221 Goodbye

Question 7 can be solved by applying the filter below and using knowledge of the packet

numbers from the previous section:
ftp-data

The upload was started on packet number #23, thus the data should directly follow. Sure
enough, there is a new stream of ftp-data starting on packet #25. The uploaded file can be
saved to disk by following the TCP stream on packet #25, then selecting “Show Data as > Raw”
and then saving the file by using “Save as..” The MD5 sum of the file can then be found using

any hashing program/website.
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M Wireshark . Follow TCP Stream (tcp.stream eq 3) - NCL-2015-FTP - O X

564b03041400000008005d70dd28eT6bd3b84102000093040000080015006172726 A
£77332e6d555409800351815b395¢c49da3955780400140464006d534d8T9b3010bd
fb57cca5ea24262128f542d3532fbd65a52a3dac58c91@13acladcc@bc3e7e7d67e
cd@24bb8d146b3cefcd9bflccc@l18fb@2686b3540853292dald3c6@e205a187d6T4e
aB5a487fc849d91aac501a844532b28c6a2d@4e798¢c305Tfd738c498bd9352dd338
9588b41bc4541cc45192e@17ef7caaat6005bd8c@eb5d262719209d1d@18217bccc
b9532b4dd36969d1185a@3d6@bbec434d8121d47589b9e94712117dfd3ef113e8c8
d6c2d273d87738a339d55a6151ab9312b21f7d531c14a6b83c09872e3909187e9c14
520b@9851e25253370901604T472eT191cch413e9736eb67e192elatladb9272831
92d3eef81le3ab674c55d862d9d8T56T9832acc4d78de45931cbh98c41eb3730c9bbd
b@8e33ecl1902db2041f3eacd34cc984086be7T0c2598497ce2254a3d58873d@%abed
9e879b21bd@cdce7el@4@8c3ca3376al2bead3d4f@7aa52betadflelb52e6bT9075d
6aaB88dde678c9626@dcefcc2atd3538800d3b21a691a2268541b2c93b9e6bB4c42c
8d83bd571f3ad86636Tb13ac2261ba8a8bleb243dfeb5e6f@3eb7a2@d3ab5fa8abe
38c76e6873Ta87469761469853136T092c8ab78424b1c33d7c879819deaedd9abla
7ca7ca5bh39b33216754ac785f041d713e21a943c4bc5c@57ade63a6a8b8dbfd4a7zb Vv

20 client pke(s), 0 server pke(s), 0 turns.

’Enh‘re conversation (28 kB) & } Show data as [Raw ~ [ Stream |3 @I

Find: | | | FindNext |
[Hweﬁissteam]l Print ]l Save as... | [ Close ][ Help ]

Question 8 can be solved by again using the filter:
ftp.response.code == 230

However, this time, the 2nd TCP stream should be followed to yield the following:
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220-Filezilla Server 0.9.53 beta

220-written by Tim Kosse (tim.kosse@filezilla-project.orq)
220 Please visit https://filezilla-project.org/
USER anonymous

331 Password required for anonymous

PASS

230 Logged on

PORT 129,2,205,242,207,246

200 Port command successful

RETR security

550 File not found

PORT 129,2,205,242,207,247

200 Port command successful

RETR bank.cap

550 File not found

PORT 129,2,205,242,207,248

200 Port command successful

LIST

150 Opening data channel for directory listing of "/"
226 Successfully transferred "/"

PORT 129,2,205,242,207,249

200 Port command successful

RETR compcodes.zip

150 Opening data channel for file download from server of
"/compcodes.zip"

226 Successfully transferred "/compcodes.zip"
PORT 129,2,205,242,207,250

200 Port command successful

STOR worm.txt

550 Permission denied

QUIT

221 Goodbye
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