
	

	

 
 
 
 
 
Category: Network Traffic Analysis 
Bracket: Bronze 
Title: DNS Challenge SOLUTION 
 

This challenge evaluates the participant’s ability to understand a packet capture containing 

Domain Name System (DNS) traffic - https://www.dropbox.com/s/01lku2zp3f8t0gt/NCL-2015-

DNS.pcap?dl=0. During the game, it was suggested to use the Wireshark program to solve the 

challenge.  

1. What was the type of the DNS 
query requested? 

AXFR  

2. What domain was requested? etas.com 
3. How many items were in the 
response? 

4 
 

4. What is the TTL for all of the 
records?  

3600 

5. What is the IP address for the 
"welcome" subdomain? 

1.1.1.1  

 

Questions 1-2 can be solved by looking for a packet with “Standard query” in the info column 

(packet #4). Once found, the Wireshark dissector will yield the answers.  
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Questions 3-5 can be solved by looking for a packet with “Standard query response” in the info 

column (packet #5). Once found, the Wireshark dissector will yield the answers.  

  
 


